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Security Measures and Enforcement
One of the main concepts related to chapter 5 is security measures and enforcement. Data security is very imperative in organizations because it assures patients or customers that data is being gathered and stored securely. Data security is also one of the ways organizations can show that they protect patients' privacy and confidentiality and their information as required by the Health Insurance Portability and Accountability Act of 1996 (HIPAA) (Zhang et al., 2018). Besides the backing up and the safe storage of data, organizations can employ other interventions to protect data against threats. Some of these interventions include data encryption, physical security measures, biometric security measures, and non-biometric security measures (Bidgoli, 2019). Data encryption is a data security intervention that involves encoding data to make it unreadable to individuals without permission. Essentially, data encryption limits the access of data by unauthorized personnel. 
In addition, physical security measures can be effective in protecting data. Some of the most effective physical measures of data security include locking up server rooms, surveillance, protecting portable devices, and disabling drives. Organizations should ensure that server rooms have the best locks and whenever the server rooms are not used, they should always remain locked up. Organizations should also install CCTV surveillance systems to monitor persons entering server rooms or interfering with information systems. Portable devices, such as laptops, are at a high risk of being stolen. Therefore, employees should ensure that all portable devices are locked in safer places. Besides, biometric measures can be used to protect data. These measures involve the use of body parts such as figures to unlock computer systems containing data (Fatima & Colomo-Palacios, 2018). Biometric measures are among the most effective data security measures since computer systems can only identify the scanned individual and body parts. Non-biometric measures of data security involve the use of software systems to validate user identities. These measures include firewalls as well as systems to detect intruders.
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